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Abstract. Today, medical practiceis invaded by a growing number of technologies of all kinds, among which comput-
er techniques have an important place. Although they have significant advantages, for instance in terms of medical
record management, they give rise to severa problems, particularly concerning the confidentiality of the patient’s data
with regardsto third party. A great number of specific provisions, complementary to the general texts protecting private
life (examined in the first part of this two parts article), endeavour to solve these problems. It is true that these provi-
sions are recent, have various origins and often appear as rules difficult to understand. Yet, they are partially inspired by
acommon logic. Relying on these common features, the authors make two suggestions for the future, in order to avoid

that the growing computerisation of medical practice eventually destabilises the health care relationship :

a) Any dictatorship of confidentiality must be rejected

b) Stimulating a sense of professionalism is most likely the way to avoid an anarchic and unrealistic development of

rules aimed at regulating the health care relationship.

The rules protecting the patient’s private life form a vast
whole. A first analysis has highlighted the structure and
the characteristics of this whole (1). The backdrop of
this analysis was the traditional model of the doctor-
patient relationship. However, neither the deep changes
nor the interferences of all kinds affecting this relation-
ship today can be ignored. These are due to the invasion
of medical practice by a growing number of technolo-
gies. Among these, the computer techniques, of which
the impact on the patient’s private life is far from being
insignificant, have an important place. This is why this
article goes deeper into the analysis of this issue. After
giving a summarised description of the forms and con-
sequences of the computer phenomenon in medicine,
this article mentions a series of rules aimed at dealing
with it at the level of private life. Then, it goes on to
examine the specificities of these rules, which leads to
make a few observations to be used as beacons for the
future. This article should be read in the light of Part
One (2).

I. The computerisation of medical practice

In the medical sector, invoicing was the first concerned
by the development of the computer technologies.

Computerisation then extended to clinical databases.
Today it is about to revolutionise the management of
medical records. Application programs are being
designed to computerise the management of these
records. Networks are being set up to interconnect them.
Databases, both internal and external to the health care
structures, are being created in order to centralise the
data of the medical records anonymously. This evolution
is not over. Other developments in computer science are
about to change the doctor-patient dialogue dramatical-
ly. The patient will be able to send information relating
to his or her hedth status electronically and receive
advice from the physician electronically as well, while
multimedia encyclopaedias will be connected to the per-
sona medical datain order to make them more accessi-
ble to the lay person (3,4,5).

These developments have already brought and will
continue to bring significant improvement in the health
care sector. The large-scale computerisation of the med-
ical records, in particular, will allow additional data to
be included into these records, which in turn will
improve the follow-up of the patient. It will ease the
exchange of data between hospitals and primary care
structures. It will make the comparison of patients easi-
er, for instance in the context of studies on tolerance to
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drugs. Or it will alow the authorities and the profession
to collect a great number of essential data more easily.
As for the use of electronic communication between
physicians and patients, it will improve the information
that the patient receives on his or her health status as
well as hisor her ability to understand this information ;
it will allow him or her to give a fully informed consent
to the care that the practitioner proposes to give (6,7).

However, the computerisation of medical practice
givesrise to difficulties.

The purchase of computer equipment and the training
necessary in order to use it generate high costs. Thereis
a danger of discrimination between professionals or
structures that can afford it and those who can not.
Moreover, the medical sector is experiencing the devel-
opment of a vast number of application programs
intended, among others, to manage the medical records.
Not all of these programs are compatible with each
other. Other difficulties are associated with these gener-
al problems: how to set up an effective standardised
structure for the electronic medical records? How can
the patient’s and the physician’s freedom of choice be
preserved, since the medical records have to be cen-
tralised by a given practitioner (8, 9, 10) ?

At thelevel of privatelife, the use of computers could
bring the patient to use the freedom he or she has in his
or her private ream in an improper way. Indeed, if
access to the medical records becomes commonplace
and if the patient is given the keysin order to understand
the medical science, he or she could become suspicious
of the medical acts proposed by the physician. This
could bring him or her to reject the suggested treatment
if it does not meet his or her expectations. This could
eventually weaken the doctor-patient relationship.

The threats hanging over the confidentiality of the
patient’s private life are even more worrying, especially
those relating to the confidentiality of his or her data
with regards to third people. Two examples are enough
to demonstrate the extent of the problem. On the one
hand, computerisation of personal data leads most of
time to the connection of these data to a computer net-
work. Therefore, one can fear that clever hackers take
control of them with complete impunity, be it to satisfy
their personal interests (curiosity, perversity, revenge,
financial gain, etc.) or the interests of unscrupulous
employers, insurers or next of kin. On the other hand,
the computer coding of the patient’s medical data allow
them to be put in relation with computer data of differ-
ent origin, among other for commercial purposes. One
just has to think about the case of this American bank
that required the immediate reimbursement of debts
from certain customers after it managed to learn that
they had cancer (11). In this case asin the other, the vio-
lation of confidentiality will have consequences all the
more significant since computer technol ogies make pos-
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sible the storage of a great number of persona data in
one single place.

The following fact cannot be ignored: computers
dramatically increase the risks of violation of informa-
tion relating to the patient’s privacy. They make this
information more accessible, hence more vulnerable. If
not controlled properly they constitute an unprecedented
danger for its confidentiality, the very pillar of the doc-
tor-patient relationship. The use of computers could lead
to medical watch, and even to an unequalled supervision
of the individuals' private lives (12). This would have
serious consequences on the quality and the effective-
ness of the health care relationship. The patient would,
consciously or not, modify his or her behaviour, either
by not requiring treatment, or by concealing his or her
identity, or by choosing the information he or she gives
to the physician, or perhaps even by accepting to pay a
high price to have access to hospitals that are not con-
nected to the genera computer network. He or she
would also be tempted to turn to alternative, unconven-
tional forms of health care (13).

[1. Numerous provisions

In terms of the protection of private life, computers rep-
resent area challenge to the health care world. How is
this challenge taken up at the normative level ? There is
no lack of texts. Rules mentioned in Part One and aimed
at guaranteeing the private life of the citizen in general,
and of the patient in particular also apply here. They are
supplemented by several specific provisions ensuing
from the growing computerisation of society and med-
ical practice. This second category of rulesis now going
to be examined briefly.

First of all, there is a series of provisions, of state ori-
gin, aiming at controlling the automatic processing of
personal data, irrespective of the sector in which it is
implemented. These general texts apply to electronic
records or other electronic databases used in the medical
sector, from the moment they imply any automatic pro-
cessing of personal data.

Some provisions were drawn up at the international
level. For instance, the Council of Europe has the
Convention for the Protection of Individuals with regard
to Automatic Processing of Personal Data, signed in
Strasbourg on 28th January 1981. The European Union
has Directive 95/46/CE of the European Parliament and
the Council of 24 October 1995 on the protection of
individuals with regards to the processing of personal
data and on the free movement of such data (14).

Other texts have been adopted at the national level. In
the Belgian legal order, it isthe Act of 8 December 1992
on the protection of private life with regards to the pro-
cessing of personal data (15,16). ThisAct, elaborated in
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connection with the Convention of the Council of
Europe and adapted in 1998 in order to transpose the
European Directive (17), particularly concerns the fully
or partially automated personal data processing (art. 3,
§ 1) (18). It makes provision for a series of measures
aimed at guaranteeing the protection of the freedoms
and fundamental rights of the natural persons concerned
and particularly the protection of their private life
(art. 2).

Some of these measures contribute to the respect of
the confidentiality of the patient’s private life. First of all
aparticular scheme specifically appliesto the processing
of dataregarded as sensitive, among which appear those
apatient islikely to confide to his or her physician. The
Article 7 of the Act regulates the processing of health-
related data. It is prohibited in principle (art. 7, § 1) but
accepted in certain cases (art. 7, 8§ 2), among others
when it is necessary “for the purposes of preventive
medicine, of medical diagnoses, of the administering of
care or treatment, either to the person concerned or to a
relative, or for the purposes of the management of health
services acting in the interest of the person concerned”
(art. 7, 8 2, j). In these cases the processing of these data
has to respect specific conditions. Some of these condi-
tions are laid down by Article 7 itself — the processing
has to be done under the responsibility of a health care
professional bound by secrecy, just as his or her employ-
€ees or representatives. (art. 7, § 4) (19). But the same
Article aso entrusts the Government with task of deter-
mining other conditions (art. 7, 8 3) (20). Asfor Article
6, it provides for a similar scheme for persona data
relating, among others, to sexual life and religious or
philosophical beliefs and processed for medical purpos-
es or for the purposes of the management of health ser-
vices (art.6, § 2, j). Then, at amore technical level, rules
see to guaranteeing the security of data processing
(art. 16). Theses rules apply to the processing of the
above-mentioned sensitive data as well as to the pro-
cessing of other data referred to in the Act. They are
binding for people responsible for the processing as well
as for their subcontractors.

The Act of 8 December 1992 also provides for mea-
sures aimed at giving concrete expression to the freedom
of the patient’s private life. Anyone concerned by a data
processing falling within the scope of the Act is granted
certain rights aimed at giving him or her control over his
or her personal data : the right to obtain the communica-
tion of the health-related data to be processed, either
directly or through a health care professiona (art. 10, § 2),
the right to correction of the incorrect personal data (art.
12,81, d. 1), theright to oppose to the processing of his
or her personal data, provided he or she hasaseriousand
legitimate reason to do so (art.12, § 1, a. 2), theright to
obtain the deletion or to forbid the use of any personal
data that, given the aim of the processing, is incomplete
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or irrelevant, of which the recording, the communication
or the storage is forbidden, or that has been stored
beyond the authorised period (art.12, § 1, d. 5).

Provisions peculiar to the medical sector also haveto
be taken into consideration.

At theinternational level, the Committee of Ministers
of the Council of Europe adopted a recommendation on
regulations for automated medical data banks
(Recommendation R (81) 1 of 23 January 1981) and a
recommendation on the protection of medical data
(Recommendation R (97) 5 of 13 February 1997). The
latter is more detailed and replaces the former. It sug-
gests that the States take appropriate measures in order
to guarantee the respect of fundamental rights and free-
doms, including the right to private life, during the col-
lection and automated processing of data “concerning
the health”, having a clear and close link with health, or
genetic data. (art. 1, 2, et 3). To that effect, it proposes
measures similar to those laid down in the above-exam-
ined general provisions : the specifying of the purposes
for which data can be collected ; the determination of
the conditions and security measures to be respected
within the context of the data processing, the granting of
prerogatives to the person concerned, so that he or she
has a right to inspection of the processed data.

At the national level provisions specific to health-
related electronic data are gradually adopted. In
Belgium, these provisions till lack certain cohesion.
Article 45bis of Roya Decree n° 78 of 10 November
1967 on the practising of the art of curing — an article
inserted in 1999 (21) — alows the Government to lay
down, on the advice of a multidisciplinary workgroup,
the minimal criteria to be met by application programs
designed to manage the electronic medical and nursing
records in order for them to be approved by the Public
Health Secretary. The Royal Decree of 3rd May 1999
laying down the minimal genera conditions to be met
by the medical records as defined in Article 15 of the
Hospital Act, co-ordinated on 7th August 1987 (22),
authorises the electronic storage and management of
these records, provided that the conditions otherwise
laid down are respected, including the patient’s right to
be informed about his or her personal data. Moreover, it
allows the Public Health Secretary to lay down “practi-
cal details for the exchange of data from the records’
(art. 1, 8 2). Another Royal Decree of May 3rd,
1999 (23) sets up a Commission “ Standards in terms of
telematics at the service of the health care sector”
responsible for giving technical advice in that field
(art. 1), particularly in order to promote the electronic
exchange of data in the health care sector and the use of
patient-focussed electronic records (art.2, § 1). In this
last case, the concern to protect private life appearsin an
express way : the Report to the Government preceding
the Decree states that the Commission intervenes in a
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context in which it is essential to “implement the pre-
cautions relating to the regulation on private life and
give the patients the guarantee of a confidential process-
ing of their medical data” (24).

Professional provisions add to these texts of state ori-
gin. At the international level, the World Medical Asso-
ciation issued a Statement on the Use of Computer in
Medicine, which recommends taking various measures
in order to guarantee the security and confidentiality of
the patient-related data. As for the European Guide of
medical ethicsit states, following on provisions dedicat-
ed to professional secret, principles specifically relating
to electronic medical databases (art. 9) : “Physicians
shall not collaborate to the setting up of medical data-
bases jeopardising or weakening the patient’s right to
privacy, to security and to the protection of private life.
Any electronic medical database should be put under the
ethical supervision of a physician designated by name.
Medical databases must not have any link with other
databases’. In Belgium, many opinions and recommen-
dations issued by the National Medical Order deal with
the difficulties arising from the use of computersin med-
icine, particularly with regards to professional secret
(25).

[11. Specific provisions

The computerisation of medical data has givenrisetoits
own rules in terms of the protection of private life. Two
factors make the reading of these rules difficult. On the
one hand, as previously highlighted, they cannot be iso-
lated from the general provisions guaranteeing the pro-
tection of the patient’s private life. On the other hand,
they turn out to be difficult to understand, sometimes
even obscure. Within the limited scope of this paper, it is
not possible to give all the necessary clarifications.
However, as was the case in Part One, this paper triesto
highlight some of their essential characteristics, so asto
make appear the dynamics that lies behind them. To that
effect, the three criteria previously used — time of elab-
oration, authors, and content of the provisions — are
also applied here.

1. Thetime of elaboration of the provisions

Whereas the origins of the rules relating to the medical
secret date back to almost twenty-five centuries, texts
relating to the protection of private life within the con-
text of medical data processing are not more than three
decades of age. In the Belgian legal order, the very old-
est date back to the nineties. This can be easily explained
by one fact that barley needs reminding, i.e. the prob-
lems that these provisions try to solve are new.
Computer technologies are a new phenomenon in med-
ical practice.
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Moreover, the normative evolution that this makes
necessary is not completed yet : certain aspects of this
materia still have to be dealt with ; the first tendencies
have to be confirmed. This just means that the material
istill under construction. Thisis one of the latest stages
of the diversification process characterising the rules
relating to the protection of the patient’s private life (26).

This calls for cautiousness. Today’s observations are
partial and inevitably provisional. They will have to be
reconsidered regularly, in the light of the further provi-
sions adopted.

2. The author of the provisions

Skimming over the current normative system shows that
the texts already adopted have very different origins:
there are state and professional texts, national and inter-
national. As just said, the material is under construction,
but most of the authorities concerned have aready
mobilised, to various extents, to deal with it.

Moreover, the configuration of these provisions is
very close, at least today, to that of rules relating to the
respect of private life in general, i.e. complex but not
void of effectiveness (27). They seem, for instance, to
form a “set of mirrors’ as well. They reinforce each
other. To take only one example, the Convention of the
Council of Europe for the Protection of Individual
Rights with regards to Automatic Processing of Personal
Data on the one hand, and the corresponding European
Directive on the other hand, find in the now-amended
Belgian Act of 8 December 1992 the necessary measures
specifying their content and giving them effect in the
Belgian legal order, while giving the Act a legitimacy
and an effectiveness greater than that an isolated nation-
al provision would have.

One specificity needs to be highlighted. It relates to
the setting up of work groups and other commissions to
work along with the normative authorities concerned by
the problems arising from medical data processing. For
Belgium, for instance, the Commission “Standards in
terms of telematics at the service of the health care sec-
tor” has been mentioned. These commissions and work
groups are advisory organs made up of specialistsin the
field of computers and entitled to inform the authorities
about the inescapable technical aspects. If not used
properly, this method could turn out to be problematic.
Scrupulous authorities might be tempted to dissect these
opinions in minute details in order to get al theins and
outs of the question, thus making the time of elaboration
of the rules significantly longer. As for authorities con-
cerned by rapidity and effectiveness, they could be
tempted to leave it up to the experts, with arisk of jeop-
ardising the democratic nature of the decision process.
Both directions are just as questionable. However, the
right balance is difficult to reach.
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3. The content of the provisions

Numerous remarks can be made on the content of the
relevant texts. Within the scope of this paper, only afew
general observations will be made.

One of the common characteristics of the provisions
mentioned above is their denseness. They try to encom-
pass all the various situations. They multiply exceptions.
They give technical details. In short, the more complex
they are, the less clear they become.

However, they seem to be guided by three concerns,
the same concerns inspiring the texts in preparation. The
first concern is to make basic choices. They have to
determine who can have access to the electronic medical
data, i.e. on the one hand the people allowed to process
and on the other hand people allowed to consult them.
They also have to indicate the purposes for which these
people are alowed to have access to the data, and there-
fore, the period for which accessis open. Moreover, they
have to specify which data can be processed and con-
sulted. The second concern is to make provision for
technical measures in order to put these basic choices
into practice. These are the measures ensuring the secu-
rity of data storage, consulting and transmission, as well
as the physical protection and the supervision of the
computer equipment. It isthe field of passwords, access
codes, ciphering and deciphering, in other words: the
field of cryptology. Thethird and last concern isto intro-
duce the reliability standards that the technical process-
es have to comply with. They relate, among others, to
the minimal conditions that these processes have to
meet, determined in the light of the recommendations of
the above-mentioned work groups, and to their approval
by the authorities (28).

The basic choices are logically in line with the
options on which the general provisions protecting the
patient’s private life are based. On the one hand, they
show a concern to guarantee the confidentiality of the
electronic medical data. On the other hand, they echo, if
not anticipate, within the computer context, choices
made at the level of the patient’s freedom in his or her
private realm. In short, the general texts and those deal-
ing with the computerisation of medical practice show a
common inspiration. Thisis true to the point that provi-
sions can be found in the latter, that just reaffirm princi-
ples stated in the former, insisting in this way on their
importance in a context where the confidentiality of per-
sonal dataturns out to be shakier than ever. They strong-
ly underline the right of everyone to respect for his or
her private life during the processing of his or her med-
ical data; they reassert the obligation for secret incum-
bent upon the health care professionals in charge of this
processing (29). Precisely as a result of their common
inspiration, rules making basic choices should evolve in
the wake of the general rules protecting the patient’s pri-
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vate life, unlessreal or pretended “insuperable technical
obstacles’ appear, that could prevent the transposition of
these general choices into the computer sector. In this
case, they should only undergo gradual changes.

As for technical provisions, they are typical for the
standards arising from the computerisation of society
and medical practice. Most of the time, they attempt to
give effect to the protection of the confidentiality of
medical data. Given the rapidity of technica innova
tions, they are bound, contrary to provisions assuming
basic choices, to be continuously adapted, either dight-
ly adjusted or deeply amended. This is the price to pay
for the security of processing and the reliability of the
computer equipment. This is not a small challenge, al
the more since the exchange of data requires the com-
patibility of the systemsin aterritorial scope as large as
possible, ideally at the international level. Can it be rea
sonably conceived that rules elaborated at this level, and
of which the adoption often requires unanimity, are con-
tinuously re-evaluated according to technological
progress ? This is a thorny problem. Some might be
wrongly tempted to question the procedures governing
the elaboration of these rules, particularly thelegal rules,
putting forward the fact that they can barely keep up the
pace of this progress.

It should be noted that provisions specific to elec-
tronic data, be they technical or not, not only concern the
physician. Given the appearance of a “middleman”, the
computer, at the heart of the doctor-patient relationship,
the physician is no longer alone in front of the patient
and the data he or she has to process. More and more
outsiders have to take part in the health care relationship,
be they designers of medical application programs or
subcontractors in charge of the management of medical
data bases. One is witnessing an opening of this rela-
tionship, appearing at the same time as the collectivisa-
tion of medical practice. These outsiders have to respect
certain rules that go as far as to impose on them con-
straints that, for the sake of the confidentiality of the
patient’'s private life, only physicians and health care
professionals have to respect in the traditional context of
the health care relationship. There is for instance the
obligation to respect a certain form of medical secret or
to take concrete measures in order to protect the data
against any indiscretion.

V. Beacons for the future

The intrusion of cryptology and the imposition of tech-
nical measures, the recourse to commissions with
experts of different backgrounds, the interference of out-
siders due to logistic needs in the field are so many
forms of a permanent feature characterising the provi-
sions examined above. Indeed, in order to face the devel-
opment of computers, which in the first place threatens
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the confidentiality of the patient’s privacy, these provi-
sions provide for the interference of a growing number
of factors from outside the medical world. The
Hippocratic Oath, which was only addressed to the
physician, turns out to be rather weakened.

It is therefore worth insisting on a self-evident fact.
The current evolution must not lead to a destabilisation
of the health care relationship. The preoccupations of
technical nature and the fears they try to address must
not monopolise the attention so much as to overshadow
the sometimes-subtle balance essential to a quality rela-
tionship between the physician and his or her patient. If
they want to take up the computer challenge successful-
ly, the new rules will have to be careful about avoiding
two pitfalls.

The first pitfall relates to their content. The risks
threatening the respect of private life keep growing ; itis
therefore normal that the new generation of provisions
tries to guarantee a strengthened protection of private
life. The patient’s privacy should not be made into an
open realm serving the interests of outsiders and com-
munity. But neither should it be made into an opaque
and inaccessible realm, as wanted by disproportionate
rules trying to give the right to private life the status of
entitlement right. Making privacy into a sacred and
totally inviolable principle equals to destroying the very
nature of medical practice. Any dictatorship of confiden-
tiality should be rejected. Beyond public health-related
considerations, this is required in the interest of the
patients themselves.

The second pitfall ensues from an anarchic and unre-
alistic development of the provisions aimed at regulating
the hedlth care relationship. Governed by rules from
every possible origin, it could turn into defiance. Does
that given patient asking to consult his or her electronic
medical records meet the conditions set forth by the
law ? Has that given physician taken all the suggested or
mandatory measures in order to avoid the uncontrolled
consultation of the medical data in his or her posses-
sion ? The doctor-patient relationship could eventually
beless of an alliance against acommon enemy — illness
— than a struggle between two opponents on the look-
out for the slightest mistake of their counterpart. How
can such a scenario be avoided if not by stimulating a
sense of professionalism? The professionalism of the
physician who accepts that he or she sometimes has to
do without the reassuring refuge of pre-established rules
and to find out by him or herself the solution best suited
to the patient’s needs. The professionalism of the patient
who dares to trust a professional that he or she cannot
fully control for lack of sufficient knowledge.
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18. The non-automated processing of personal datais also concerned,
provided, though, that these data are contained or likely to appear
inafile(art. 3, 8§ 1). Thenotion of “file” isdefined in article 1, 8 3.
In this way the field of application of the Act is similar to that
of Directive 95/46/CE but larger than that of the Convention of
the Council of Europe, which only deals with automated data
processing.

19. There are exceptions to the rule. The processing need not be car-
ried out under such responsibility when the person whose data are
being processed gives written consent to it or when the processing
is necessary in order to avoid a concrete danger or to suppress a
given penal crime (art. 7, § 4). The supervision of a health care
professional seemsimperativein all cases set forth in above-men-
tioned Article 7, 8 2, j., insofar as, mentioned in article 7, § 2, j.
and not in article 7, 8 4, this supervision is part of the definition of
the situation in which no interdiction applies.

20. These conditions are set forth in articles 25 to 27 of the Royal
Decree of 13 February 2001 implementing the Act of 8 December
1992 on the protection of private life with regards to the process-
ing of personal data. (Arrété royal du 13 février 2001 portant exé-
cution de laloi du 8 décembre 1992 relative a la protection de la
vie privée a |'égard des traitements de données a caractére per-
sonnel) (Moniteur belge, 13 March 2001).

21. Loi du 25 janvier 1999 portant des dispositions sociales (Moniteur
belge, 6 February 1999), article 176.

22. Moniteur belge, 30 July 1999.

23. A.R. du 3 mai 1999 portant création d’ une Commission «Normes
en matiere de télématique au service du secteur des soins de
santé». Moniteur belge, 30 July 1999.

24. Moniteur belge, 30 July 1999.

25. See, among others, opinions of 16 April 1994, 22 April 1995,
12 December 1998 and 20 February 1999.
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26.

27.

28.

29.

See Part One “Ill. The right to the respect of private life:
provisions to differentiated”, “The time of elaboration of the
provisions’.

See Part One “111. The right to the respect of private life: provi-
sions to differentiated”, “ The author of the provisions”.

These reliability standards are a sign of a today widespread
tendency to make cryptology, the traditional science of secrecy,
into a real “science of trust” ; guaranteeing confidentiaity is no
longer enough ; this guarantee has to be recognised as credible.
In Belgium, the Act of 8 December 1992 goes so far asto create a
new obligation for confidentiality, with possible penal sanctions,
rather than referring to an existing obligation. (Projet de loi trans-
posant la directive du 25 octobre 1995 du Parlement européen
et du Conseil relative a la protection des personnes physiques a
I’égard du traitement des données a caractere personnel et a la
libre circulation de ces données, Exposé des motifs. Doc. parl.,
Ch. représ., sess. ord. 1997-1998, n° 1566/1 : 39).
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