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Abstract—This letter focuses on extremum seeking (ES)
controllers with adversarial attacks in the form of decep-
tion signals. While a persistent attack in a feedback con-
troller may be difficult to identify or mitigate, for a broad
class of algorithms it suffices to achieve mitigation “suffi-
ciently often” in order to preserve the stability properties
of the system. In this letter, we explore for the first time
the resilience properties of ES controllers with respect to
a class of persistent multiplicative attacks that are pur-
posely designed to destabilize optimization-based feed-
back controllers. By leveraging Lyapunov-based arguments
for switching systems and singular-perturbation theory
for hybrid dynamical systems, we characterize a family
of persistent multiplicative attacks under which gradient-
based ES, Newton-Like ES, and Accelerated gradient ES
controllers provably preserve their stability properties.

Index Terms—Extremum seeking, switching systems,
cyber-security.

[. INTRODUCTION

ELF-TUNING control methods and gradient-free

optimization algorithms have been adopted in many
engineering applications, ranging from process control, traffic
systems, and multi-agent systems. Extensive efforts have
focused on extremum seeking (ES) control thanks to its
practical success and theoretical guarantees; see [1]-[6]. ES
is a gradient-free optimization method that combines probing
input signals with output-feedback information to regulate
a dynamical system to the extremum of an unknown cost
function. However, as illustrated in the left plot of Fig. 1, in
practice, the physical process and the different components
of the controller might be connected by means of different
communication links that can be prone to cyberattacks.
Nevertheless, while the resilience and robustness properties
of different control systems under attacks have been recently
studied in the literature, see, e.g., [7]-[10], in the context of
ES they remain mostly unexplored.
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In this letter, we study the resilience properties of ES
controllers aiming to minimize an unknown cost function
¢ : R" — R that is accessible only via its evaluations. We
focus on controllers described by the equations:

x=F(x,§&), a>0,

)

where x € R" is the main state of the ES controller,
F : R" x R* — R”" describes the optimization dynamics
of the controller, £ € R” is an auxiliary state that repre-
sents an estimate of the gradient (or higher derivatives) of
¢, and 1 € R" is a periodic probing signal. Under a nom-
inal operation, ES controllers have been extensively studied;
see [1]-[3], [5], [6], [11]. In contrast to these results, in this
letter we consider a situation where the controller is subject to
external attacks that persistently modify the estimated gradient
&, generating a deceptive signal £ € R”, defined as follows:

-|

where diag(q, ..., qn) represents a diagonal matrix with
entries given by the vector [g1,...,¢,]" € R™. Such type of
deceptive signals can easily destabilize a gradient-based con-
troller. In this letter, we consider a general class of deception
attacks characterized by matrices Q, that satisfy, for a given
pair (g, N) € R.o x Z>1, the following Three Properties:

1) Vi, g; can take values in a finite set {g; 1, ..., gi N}

2) Vi, |qi| < g, where 0 < g < oo.

3) 3 i, such that ¢; < 0.

We denote by Q, the set of all matrices Q, that satisfy the
Three Properties. This model is quite general, and it captures
classes of multiplicative attacks that can persistently mod-
ify the sign and/or the magnitude of the estimated gradient
of ¢, including signals that effectively vanish the gradient,
ie., gi = 0, V i, or completely deceive the gradient, i.e.,
gi = —1, V i. Similar types of attacks have been extensively
studied in the cyber-physical security literature [4]-[6], [10]-
[17], particularly in the context of Denial of Service (DoS) or
jamming attacks; see [7] and references therein.

The design and analysis of resilient control algorithms oper-
ating under jamming and communication drops was studied
in [12]. In [13], an event-triggered controller with stabil-
ity guarantees for systems under DoS attacks was presented.
Jamming in networks was investigated in [14] and references
therein. For matrices Q, with non-zero diagonal entries, the
model (2) captures deception attacks [7], which were the focus
of [15] and [16]. Recent works have investigated the security

u=x+au,

Q&, without attack, i.e., Qg =1,

0,&, under attack, i.e., Q, = diag(qy, ... @

) Qn)a
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Fig. 1. ES controller under persistent gradient deception. The system

is modeled as a switched system with unstable modes.

of distributed optimization under Byzantine attacks [17]-[19].
A similar model was considered in [10] for sub-gradient meth-
ods, and in [9] for centralized optimization under DoS attacks.
However, to the best of our knowledge, the study of ES
controllers under attacks remains completely unexplored.

Contributions: The contribution of this letter is threefold.
First, we propose a new set-valued model of persistent,
non necessarily periodic, multiplicative attacks against ES
algorithms, which generalizes existing classes of jamming
attacks studied in the literature of cyber-security. Such types
of attacks are difficult to mitigate due to their lack of
periodicity and predictability. Second, we present the first
stability analysis of averaging-based ES dynamics operating
under persistent deceptive attacks of the form (2). In partic-
ular, by using Lyapunov-based tools for Hybrid Dynamical
Systems [4], [20], we characterize an entire family of per-
sistent attacks under which the stability properties of the ES
controllers are preserved. This characterization is provided for
three common types of ES dynamics: (a) Gradient descent-
based ES [1], [2], [21], (b) Newton-Like ES [3], [5], and
(c) Accelerated gradient ES [6]. Our results reveal the effect
of the parameters of the cost function on the resilience proper-
ties of the controllers. Moreover, we uncover novel trade-offs
between fast convergence and resilience to attacks in nominal
and accelerated ES algorithms. Finally, we present the first sta-
bility result for controllers that continuously switch between
Gradient ES and Newton-Like ES, a result that may be of
independent interest.

II. PRELIMINARIES

Given a compact set A C R” and a vector z € R”, we let
|z] 4 := minge 4 |z — s|, where |z| denotes the Euclidean norm
of z. We use S! = {z € R? : z% + z% = 1} to denote the
unit circle in R2, and T" := S! x S! x ... x S! to denote
the nth Cartesian product of S!. For a set X and A C X, we
denote the set indicator function by Z4 : X — {0, 1}, where
Tax) =1ifx € A, and Z4(x) = 0 if x ¢ A. Given two vectors
pi,p2 € R, we use (p1,p2) = IT,pZT)—r to denote their
concatenation. In this letter, we deal with algorithms modeled
as hybrid dynamical systems (HDS) [20], of the form

peC, peFp), peD, pteGp), A3)

where p € R" is the state, F : R" = R" is the flow map,
G : R" = R” is the jump map, C C R”" is the flow set, and
D C R" is the jump set. We note that solutions p to (3) are
defined on hybrid time domains, denoted by dom(p), and we
refer to [20, Ch. 2] for a precise definition. Given a compact set
A C CUD, system (3) is said to render A uniformly globally
asymptotically stable (UGAS) if there exists a class KL func-
tion B (see [20, Definition 3.38]) such that every solution of (3)
satisfies [p(#, )| a4 < B(Ip(0, 0)| 4, t+)) for all (¢,j) € dom(p).

We also consider ¢-parametrized HDS of the form

peC, peF:p), peD, pTeG(p), )

where ¢ > 0. For this system, a compact set A C C is said to
be Semi-Globally Practically Asymptotically Stable (SGPAS)
as ¢ — 07 if there exists a class KL function 8 such that
for every §o > v > 0 there exists ¢* > 0 such that for all
e € (0, &™) every solution of (4) with |p(0,0)| 4 < 8o satis-
fies [p(r. )4 < B(PO0,0)a.t+)) + v, V (1.)) € dom(p).
The notion of SGPAS can be extended to systems that depend
on multiple parameters ¢ = [¢1, €2, ..., Sg]T. In this case, and
with some abuse of notation, we say that the system (4) renders
the set A SGPAS as (g, ..., &2, 1) — 0, where the param-
eters are tuned in order, starting from ¢1; see also [6], [11]
for a similar definition.

I11. MODEL AND MAIN RESULTS

We begin by characterizing the class of static plants that we
consider in this letter.

Assumption 1: The function u +— ¢(u) is strongly con-
vex with minimizer u* € R", and it is twice continuously
differentiable with Lipschitz continuous gradient.

By Assumption 1, there exist «, £ > 0 such that %|u—u* |2 <
o) —pu*) < %lu—u"‘|2 for all u € R". These constants will
play an important role in our results. Note that Assumption 1
is standard in ES; see [1], [3], [5], [6] and [11].

A. Hybrid Automaton With Monitoring States

To model the persistent deception attacks acting on the ES
controller, we model the attack as a switching signal 7 — Q(¢)
taking values in the set Q = Qs U Q,, where Q; = (I}
denotes the nominal operation (i.e., no attacks), and Q,, is the
set of adversarial matrices that satisfy the Three Properties
listed in the introduction. Let N(s, ) denote the number of
switches of Q in the interval [s, f]. We assume that Q(¢) sat-
isfies a standard average dwell-time condition (ADTC) of the
form N(s,1) < ni(t —s) + Ng, for all 0 < s < ¢, [20],
where No € Z>; and 51 > 0. Further, let T(s, t) denote
the total activation time of the unstable modes during the
interval [s, 1], ie., T(s,t) = [ Zg,(Q(r))dr. Further, we
assume that Q satisfies a time-ratio constraint (TRC) of the
form T(s,t) < m(t — s) + To, [4], where Ty € Rsp and
n2 € [0, 1). Condition (TRC) imposes an upper bound on the
activation time of the adversarial modes in the set Q,,, during
any interval [s, 7]. To generate switching signals ¢ — Q(t) that
satisfy both conditions (ADTC) and (TRC), we make use of
the following lemma, corresponding to [4, Lemma 7].

Lemma 1: Consider a set-valued HDS with state ¢ :=
(t1, 72, 0) € R>p x R>9 x Q, and hybrid dynamics:

% € Cy := [0, Ng] x [0, Tp] x Q, (5a)
'l;'] [O’ 771]
| € Fu(?) = ([0, ml—2Zg,(Q) ], (5b)
0 0

¥ € Dy = [1, Ng] x [0, Tg] x Q, (5¢)

‘L'1+ T — 1
| €Gu®) = ( 12} ) (5d)
ot Q\{0}

where Top > 0, No € Z>1, n1 > 0, and n2 € (0, 1). Then: (i)
for each solution ¢ of (5), the hybrid time-domain dom(%})
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satisfies (ADTC)-(TRC); (ii) for every time-domain satisfying
(ADTC)-(TRC) there exists a solution of (5) with the same
time-domain.

B. Extremum Seeking Under Persistent Attacks

The ES algorithms that we consider in this letter make use
of a periodic probing signal that can be generated by dynamic
oscillators of the form:

et =21 Rop, wpeT e >0, (6)

where Ry € R??" is block-diagonal with blocks R, =
[0,6;; —6;,0], and 6; > 0. The odd components of the
solutions of system (6) can be computed as:

2 . (27
wi() = ui(0) COS<—9il‘> + wir1(0) Sln<—9il>, @)
&2 &2

for all i € {1,3,5,...}, with £;(0)> 4+ 1ti+1(0)> = 1, and we
define [t == [j1, U3, 15, ..., M2n—1] -

Assumption 2: For all i, the parameters 6; are positive
rational numbers, and 6; # 6;, for all i #j.

To facilitate our analysis, the ES algorithms shall also imple-
ment the following gradient and gradient-Hessian estimation
dynamics, with states £; € R" and & € R”, respectively:

e1é1 = —& +G(,u), e1ér = —H(L, w& + G(i, u), (8)

where u is given by (1), 1 is a tunable parameter satisfying
0 < &3 < €1, and where the mappings G : R” x R" — R" and
H : R" x R" — R™" are defined as G(ji, u) := %/lq&(u), and
H is symmetric with entries satisfying the following equations:
16(., 1 4 . o
Hii = a—2<ui - §)¢(u), Hjj = ;mwd)(u), Vi#].

By using the formalism (3), and in particular, the hybrid
automaton (5), we can simultaneously study three different
types of ES controllers under gradient deception:

1) Gradient descent-based ES dynamics (GDES) [1], [21]:

C=R" x=Fg&) = —kQé, 9
2) Newton-Like ES dynamics (NLES) [3], [5]:

C:=R" i=Fg)=—k0&, (10)
3) Hybrid Accelerated ES dynamics (HAES) [6]:
C=R"xR"x[§A], A>8§>0, (11a)

(k.3.2) = Fp = (%(y — X), —27kQE1, %), (11b)
D =R"xR" x {A}, (11¢)
(" vt 7)) = Guw) = (x,x,9), (11d)

where (y, z) are extra auxiliary states, and the parameters

are selected such that A2 — §2 > ﬁ; see [6, Th. 2].

C. Main Results

The following theorem corresponds to the first main result
of this letter. It characterizes, for each ES algorithm, a broad
family of persistent deceptive attacks ¢ — Q(#) under which
the controllers preserve their ability to solve the ES problem.
For the GDES and the NLES, we state the stability properties
with respect to the set (singleton) O = {u*}, whereas for the
HAES we use O = {u*} x {u*} x [§, A]. We also use the set

T :=[0, Ng] x [0, Tp] x Q to assert the stability properties of
the hybrid automaton (5).

Theorem 1: Consider the ES controllers with dynam-
ics (6), (8), (9)-(11), interconnected with the hybrid automa-
ton (5). Suppose that Assumptions 1-2 hold. Then, when
n > 0ad 0 < nm < 1/(1 4+ y), the compact set
A =T x O x {0} x T" is SGPAS as (&3,a,s1) — 0T,
where:

(a) For GDES and NLES: y = ql/k. -

max{2,kl8 Ag} max{l, kAL

(b) For HAES: y = ZTA mir{l{l,kASZi min{{l,;kzszk}}’
where ¢ = max{2(2 + ¢), 5§ + ¢)}, and («, £) satisfy the
inequality given by Assumption 1.

The result of Theorem 1 provides a novel characterization
of the resilience properties of ES algorithms under a broad
class of attacks. In certain cases, the sufficient conditions of
Theorem 1 can be shown to be also necessary, e.g., for the
GDES and the NLES with ¢(u) = u?, and Q, = —I,,, the
controller becomes unstable when 12 > 1/(1 + y).

Remark 1: For the GDES and the NLES, Theorem 1 can be
interpreted as follows: larger condition numbers ¢/k require
less frequent attacks to guarantee SGPAS. For instance, when
¢ is quadratic with Hessian matrix W, we have that y =
grmax (W) /Amin(W). Since this ratio is related to the eccen-
tricity of the sub-level sets of ¢ [22, Exercise 9.1], they serve
as a qualitative indicator of the resilience of the algorithms
under persistent deception attacks.

Remark 2: As shown in the proof of Theorem 1 (see Proof
of Lemma 3), when Q, := —I,, in the NLES, a tighter bound
for 7, can be derived. In particular, in this case one obtains
y = 1, which leads to SGPAS whenever n, < %, i.e., when
the activation time in the unstable mode Q, is less than 50%.
Interestingly, in this case the bound is independent of the
parameters (x, £) of the cost function.

Remark 3: For HAES, Theorem 1 establishes a bound for
12 that depends on: (i) the gain k and the parameters (k, £) of
the cost, and (ii) the parameters (§, A) describing the restarting
mechanism in (11c¢)-(11d). Moreover, when Q, = —I,, and
¢ > 5ox > k, then y = 48(¢/k)*(A/8)3. Since y > 1,
the result establishes a trade-off between the fast convergence
of the HAES and the less conservative bound obtained for the
GDES, i.e., a persistent attack that might destabilize the HAES
may not necessarily destabilize the GDES or the NLES.

The previous remark suggests that in some cases it may be
of interest to switch between different nominal ES algorithms.
The next theorem addresses this case.

Theorem 2: Consider the ES controllers with dynam-
ics (6), (8), interconnected with the hybrid automaton (5),
where now Q,, := {f} and Q; := {System (9)}U{System (10)},
i.e., switching between GDES and NLES. Let Assumptions 1
and 2 hold, and suppose Q = I,, and nj is given by

_ 2k min{l1, '}
~ log(max{l, £2}) — log(min{1, ¥2})"

ny

Then, whenever 17, = 0 and 0 < n; < 5} the compact set
A =T x {u*} x {0} x T" is SGPAS as (&3, a, &) — 0T,

The result of Theorem 2 establishes a sufficient condi-
tion on how frequently the ES controller can switch between
nominal GDES and NLES in order to preserve SGPAS.
To the best knowledge of the authors, this result is also
new in the literature of ES, and it may be of independent
interest.
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IV. ANALYSIS

In this section, we present the proofs of Theorems 1
and 2. We first construct a unified model that formalizes
the interconnection between the ES controller and the Hybrid
Automaton. After this, we establish UGAS for the (averaged)
hybrid dynamics, and then we leverage singular perturbation
arguments in hybrid ES to finalize the claims.

A. Unified Modeling Framework

Let o = (0, ¥), where ¥ = x for GDES and the NLES,
and ¥ = (x,y, z) for the HAES, and py = dim(4). First, we
define a set-valued map F, as follows

Fo(0,81,8) = Fu@) x {Fo(¥, §1,5)}, (12)

where Fjy is given by (5b), and Fp is defined in
equations (9)-(11) for each of the ES dynamics. Next, we
define the set C, := Cyy x C, where Cy; is defined in (5a) and
C is defined in equations (9)-(11) for each ES. Subsequently,
we define two set-valued mappings Gy.1, G2 as follows:

Go,1(0) = Gu(¥) x {¥}, Go2(0) = {#} x {Gu(¥)}.(13)

where G,(¢) = x for GDES and NLES, and G, is given
by (11d) for HAES. Next, we define two sets Dy 1, Dy 2 as
follows: Dy 1 = Dy x RPY, and D,y = Cy x D, where
D is given by (11c) for HAES, and D := @ for GDES and
NLES. Using this construction, the closed-loop system (1)-(5)
can be modeled by a HDS with states (o, &1, &2, n), flow set
Cs X R" x R" x T", continuous-time dynamics:

Fy(0,&1,&)

o

£ . 8]—1(—51 + G(L, x + aj))

£ L (-H@ x4+ a& + G, x + ap)) |’
u éZnRgu

jump set D, x R” x R" x T", and discrete-time dynamics

(0T &, &5 uT) € Gy(0) x (&1} x {&} x {u}, where
Go,1(0), if o € Dy
Gy (0) =1 Gs2(0), if 0 € Dy

Go,1(0) UGo2(0),

This map captures the jumps of the hybrid automaton
(i.e., switches of () and any intrinsic jump of the ES
controllers (9)-(11). Naturally, the solutions of this HDS are
not unique.

if 0 € Ds;1 N Dg 2.

B. Averaging and Singular Perturbation Analysis

The previous HDS is in standard form to apply singular
perturbation theory for hybrid systems [23], where p acts as
the fast state. By using the periodicity of (7), and standard
averaging arguments in ES, we compute the average dynamics
of the system by averaging the flow map along ¢ — [(¢). By
direct computation, the average system has states (o, &1, &),
flow set given by C, x R" x R”, flow map given by':

o FO' (U, 513 §2)
£ | e (=61 + Vo) + 0(a))

& L(=V2¢(0& + V() + O(a))
jump set given by D, x R" x R”, and jump map given by

(0T &, &") € Go(0) x {£1} x {&}). (15)

(14)

IWe use the notation f(x) = O(g(x)) to denote that there exists ¢; > 0 and
¢p > 0 such that [f(x)| < cylgx)| for all |x| < cp.

In turn, this HDS is also in standard form for the application
of singular perturbation theory, with the states (§1, &) having
fast dynamics. To analyze this system, we first set O(a) = 0,
and we compute the reduced hybrid dynamics, which are
obtained by substituting & and & in the right-hand side of
¢ by their respective equilibrium points £ = V¢ (x) and
& = (V2 (x))~ Ve (x), which are exponentially stable under
Assumption 1, uniformly in x. The resulting reduced dynamics
are given by

o €Cy, & €Fy(0,Ve, (V) V),
G+ € GO(G)v

(16a)

o € Dy, (16b)

where we recall that o ==
NLES, and ¢ =

(0, ¥), with ¢ = x for GDES and
(x,y,z) for HAES.

C. Switching Optimization Dynamics

We now proceed to characterize the stability properties
of system (16). Since the compact set 7 is strong forward
pre-invariant under (5), it suffices to study the convergence
properties of .

In the following lemmas, we assume that Assumption 1
holds.

Lemma 2: Consider the HDS (16) with F, as in (9) and
G, = x. Then, the set A = 7 x {u*} is UGAS when-
ever 1 >0 and 0 < 1y < 1/(1 + y), where y is as in
Theorem 1-(a).

Proof: Consider the quadratic Lyapunov function V(x) =
1|)c — u*|2. When Q = I,, the time derivative of V satisfies
V(x) —k(x — u*)TQVp(x) < —kk|x — u*|?, hence, V(x) <
—AsV(x), where Ay = 2«kk. Similarly, when Q € Q,, we obtain
V() < klx = u*[|QlIVo ()| < gklx — u¥*||Vo ()| < glklx —

u |2 hence, V(x) < A,V (x), where A, = 2q£k Thus, Aix =

1+
w= 1 and D = 0. |
Lemma 3: Consider the HDS (16) with F, as in (10) and
G, = x. Then, the set A = 7 x {u*} is UGAS when-
ever n1 >0 and 0 < np < 1/(1 + y), where y is as in
Theorem 1-(a).
Proof: Consider the Lyapunov function V(x) = %|V¢)(x)|2.

By Assumption 1, it satisfies & |x — u*[> < L|Vp0)? <
%|x — u*|>. When Q = 1,,, we have:
V() = —kVo ) V[V )] 'V (x) = =1, V(x),

where Ay = 2k. Similarly, when Q € Q,, we obtain

V(@) < kIVe@)IIVZe@IIQIIVZe )] IV ()],
< quéV(x) = AV(0),

with A, = 2¢gkl/«. Thus, —5:— e H = ]+1q[ , and the result follows
by Lemma 6 with w =1 and D = §. |

Lemma 4: Consider the HDS (16) with F, as in (11b) and
G, as in (11d). The set A = 7 x {u*} x {u™} x [8, A] is
UGAS whenever n1 > 0and 0 < 12 < 1/(1 4+ y), where y is
as in Theorem 1-(b).

Proof: Consider the Lyapunov function presented in [6]:
V) = gly —x? + gy — w* P + k2 (@) — ). It was
shown in [6] that under Assumption 1 this function satisfies
cY 3 < V() < eyl with ¢ == 0.25min{1, 2k8%«}, and
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¢ = 0.75max({1, %kAzﬁ}. When Q = I, it was also shown
in [6] that the following inequality holds

V) < —plyly < —%V(lﬂ) =-AV@), Yy e C, (7)

with p := 0.5 min{%, 0.25kék} and
2 min{l, k6 Ak}

s —

3A max{l, %k&e} .
Similarly, when Q € Q, the derivative of V satisfies:

. 1 , kA
V) = sy =+ @+ Qly = IV
+ qly = W |IVoW| + el —uw ] V¥ ecC.

Since |y — x| < |y — u*| + |u* — x|, it follows that

. 1 kCA
V) = Sly —x* + — max{(2C2+9), 5+ ) ...

X (ly = u[lx — u*| + Ix = u*?),
for all ¥ € C, where we used the Lipschitz property of V¢.

Define 1 := max{}, ¥5* max{2(2+¢), (5+¢)}}. It then follows
that V() < 1. Sn(ly w2+ |x — ut?) = 1.5n|1p|A, for all
¥ € C,. By using the quadratic lower bound of V we obtain
V) < 1.5%V(1ﬁ) = 1, V(¥), for all ¥ € C,, which implies
that

4 max{2, k¢SAmax{2(2 + q), 5+ q)}}

38 min{1, 2kics?}

A= 150 =
c

On the other hand, it was shown in [6] that during jumps
triggered by 1 the Lyapunov function satisfies V(y¥+) <

exp(—p)V(y) = (1 — Q)V(w) for all ¥ € D,, where y
is given by y =1 — A2 — % AZ’ which satisfies y € (0, 1)

whenever A% — §% > m The result follows by Lemma 6 in
the Appendix with w = 1. |

The previous Lemmas 2—4 studied the stability properties
of system (16) when the switching occurs between an unstable
mode and a stable mode. The following lemma now focuses
on two stable modes. With some abuse of notation, we use
{1} and {—1} to indicate the two stable modes.

Lemma 5: Consider the HDS (16) with F, given by
Fi(x) = —kV¢(), F_1(x) = —k(V?¢x))"'Ve(x), and
G,(¥) = x. Then, the set A =7 x {u*} is UGAS whenever
n2 =0 and 0 < n; < n}, where 5 is as in Theorem 2.

Proof: We consider the Lyapunov function V;(x) = 0.5|x —
u*|? studied in Lemma 2, and the Lyapunov function V_1(x) =
0.5|Ve (x)|2 studied in Lemma 3. It follows that V, <
—AsVi(x), for all h € {—1,1}, with Ay = 2kmin{l, «}.
Moreover, Vi(x) < wVju(x), for all (g, h) € {—1, 1}2, with
w = max{1, £2}/ min{1, k?}. The result follows by Lemma 6
in the Appendix with n, =0, D = §.

Since Lemmas 2-5 have established UGAS for each of the
switching reduced average dynamics (16), the stability results
of Theorems 1-2 follow now by direct application of singular
perturbation theory for hybrid ES [6, Th. 7].

V. NUMERICAL EXAMPLES

Consider the cost function ¢ (1) = 2(u; —5)%+0.5(ur —10)2,
which satisfies Assumption 1 with «k = 1 and £ = 4. We
implement the GDES, the NLES and the HAES under per-
sistent attacks modeled by the matrix Q, = —[1 0; 0 0], thus

GDES

Fig. 2. GDES under persistent gradient jamming.

HAES NLES

Fig. 3. HAES and NLES under persistent gradient jamming.

only affecting the first component of &;. The left plot of Fig. 2
shows the resulting trajectories of the GDES with parameters
k = 0.1, n1 = 0376, n» = 0.25, 11(0,0) = ©(0,0) = 0,
1/e1 =0.9,a=0.1, &, = 1 x 1073, and frequencies satisfying
270 = 8.1 and 2w 64 = 4.2. The inset shows the frequency of
the attacks, where mode 1 here represents no attack and mode
—1 represents an attack. It can be observed that, in spite of
the persistent attacks, the ES algorithm preserves its stability
properties. On the other hand, as shown in the right-plot in
black, when 7, = 0.55 (which does not satisfy the conditions
of Theorem 1) the ES becomes unstable.

In Fig. 3 we show the trajectories generated by the HAES
and the NLES. For the HAES, we used k = 0.1, n; = 0.376,
n2 = 0.25, and 71(0,0) = 12(0,0) =0, 1/e1 = 0.9, a = 0.04,
e = 1 x 1073, For the NLES we used k = 0.1, n; = 0.376,
ny = 0.25, andrl(O 0) =1(0,0) =0, 1/ —09 a=0.14,
and &0 = 1 x 1073,

VI. CONCLUSION

In this letter, we presented the first stability analysis
of averaging-based ES dynamics under persistent deception
attacks acting on the signals that provide estimations of the
gradient. These attacks generalize different types of jamming
signals studied in the literature, which include DoS attacks and
deception attacks. For three different ES algorithms we showed
that these types of attacks do not induce instability in the
system provided their persistency satisfies particular bounds
that depend on the unknown parameters of the cost functions.
Our results were also illustrated via numerical examples.

APPENDIX
Consider a HDS with state v = (9, (¢, 5)), where ¢ € R3
is defined in Lemma 1, ¢ € R?, and s € R; continuous-time
dynamics given by

veCyxC, beFu®), {=Fo(,s, s=p, (18)
where p > 0, FyR?P = R3, C: =R’ x [s, 5] with s > s > 0;
discrete-time dynamics given by

vt € Gia®),

veD UD;, (19)
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where Dy := Dy x C, Dy := Cyy x D, D = R? x {5}, Dy and
Cy are defined in (5), and

G1(v), if veD
G1(v) UGy (v), if ve D ND,,

with set-valued maps Gi, G, : R*” = R* defined as
Gi(v) = Gu(@) x {¢} x {s}, G2(v) = {F} x {G(§)} x {s},
where G : R? — RP, and Gy, is defined in (5d).

The following lemma is a modest extension
of [24, Proposition 2] and [4, Proposition 3] for switched
systems with unstable modes where the main state ¢
may also experience periodic jumps. In particular, when
D, = ¢, the HDS (18)-(19) recovers the models of [24]
and [4, Sec. 5].

Lemma 6: Suppose that G and F are continuous functions
for each Q € Q = Q; U Q, C Z>1, where (Qy, Q,) satisfy
Q,NQ, =¥, and Q is compact. Let v := (¢, s) and A C CUD
be compact. Suppose there exist continuously differentiable
functions Vp:(C U D) — R such that:

1) There exists c¢q, ¢ > 0 such that:

Y% < Vo) < ey, Y, Q) € (CUD) x Q.
2) There exists A; > 0 such that

Gi2(v) = (20)

(VVo,(¥), Fo,(¥)) = =AVo, (), V(¥, Qy) € C x Q.

3) There exists A, > 0 such that
(VVo,(), Fo,(¥)) < AVo, (), YW, Qu) € C X Q.

4) There exists w > 1 such that

Ve(r) < wVo(¥), Y, P,Q) € (CUD) x Q x Q.
5) There exists o € (0, 1) > 0 such that

Vo) — Vo) < —aVo(W), Y(¥, Q) € D x Q.

Then, if Ay > n;log(w) + n2(As + Ay), the set 7 x A is
UGAS for the HDS (18)-(19).

Proof: Define 7 := log(w)t; + (As + A,)T2, and V(v) =
Vo()e®. Using (5b), it follows that during flows we have
T € log(w)[0, 1]+ (As + 2)([0, m2] — Zo,(Q)) = [0, ¥] —
(As+A)Ig,(Q), where y := n2(Ag+Ay)+n1 log(w). It follows
that if Q € Qy and ¥ € C, then

V(v) < Vo)ett — aVo()et
< = —y)Vo{)e" = =aV(v), 2D
where A := A;—y > 0 whenever A; > 1n2(As+A,)+n1 log(w).
Similarly, if Q € @, and ¥ € C, then
V(v) < Vo()e't + nVo)er
< VoWe' (y — (ks + 1)) + 1 Vo()e" < —AV(v).
During jumps of the form vt € G,(v), we have that

V™) = Vo e = (1—0)Vo()e" = (1-0)V(v).
for all v € Dy. Similarly, since T+ = 7 —log(w), during jumps
of the form vt € G1(v), we have:

V(t) = Vor (¥)e’ < max Vi (P)ele™ 02
0teQ

IA

wVo(¥)ete 8@ = y(v). (22)

for all v € D;. Combining inequalities (21)-(22), the result
follows by [20, Proposition 3.27]. |

[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

(1]

[12]

[13]

[14]

[15]

[16]

(17]

(18]

[19]

[20]

[21]

(22]

[23]

[24]

REFERENCES

K. B. Ariyur and M. Krsti¢, Real-Time Optimization by Extremum-
Seeking Control. Hoboken, NJ, USA: Wiley, 2003.

D. Nesi¢, Y. Tan, W. H. Moase, and C. Manzie, “A unifying approach
to extremum seeking: Adaptive schemes based on estimation of deriva-
tives,” in Proc. 49th IEEE Conf. Decis. Control, 2010, pp. 4625-4630.

C. Labar, E. Garone, M. Kinnaert, and C. Ebenbauer, ‘“Newton-based
extremum seeking: A second-order lie bracket approximation approach,”
Automatica, vol. 105, pp. 356-367, Jul. 2019.

J. 1. Poveda and A. R. Teel, “A framework for a class of hybrid
extremum seeking controllers with dynamic inclusions,” Automatica,
vol. 76, pp. 113-126, Feb. 2017.

A. Ghaffari, M. Krsti¢, and D. Nesi¢, “Multivariable Newton-based
extremum seeking,” Automatica, vol. 48, pp. 1759-1767, Aug. 2012.

J. I. Poveda and N. Li, “Robust hybrid zero-order optimization algo-
rithms with acceleration via averaging in time,” Automatica, vol. 123,
Jan. 2021, Art. no. 109361.

F. Pasqualetti, F. Dorfler, and F. Bullo, “Attack detection and identifica-
tion in cyber-physical systems,” IEEE Trans. Autom. Control, vol. 58,
no. 11, pp. 2715-2729, Nov. 2013.

Y.-C. Liu, G. Bianchin, and F. Pasqualetti, “Secure trajectory planning
against undetectable spoofing attacks,” Automatica, vol. 112, Feb. 2020,
Art. no. 108655.

X.-F. Wang, A. R. Teel, K.-Z. Liu, and X.-M. Sun, “Stability analysis
of distributed convex optimization under persistent attacks: A hybrid
systems approach,” Automatica, vol. 111, Jan. 2020, Art. no. 108607.

B. Turan, C. A. Uribe, H.-T. Wai, and M. Alizadeh, “On robust-
ness of the normalized subgradient method with randomly corrupted
subgradients,” Sep. 2020. [Online]. Available: arXiv:2009.13725.

J. I. Poveda and M. Krsti¢, “Fixed-time gradient-based extremum
seeking,” in Proc. Amer. Control Conf., 2020, pp. 2838-2843.

A. Cetinkaya, H. Ishii, and T. Hayakawa, “Networked control under ran-
dom and malicious packet losses,” IEEE Trans. Autom. Control, vol. 62,
no. 5, pp. 2434-2449, May 2017.

H. S. Foroush and S. Martinez, “On event-triggered control of lin-
ear systems under periodic denial-of-service jamming attacks,” in Proc.
IEEE Conf. Decis. Control, 2012, pp. 2551-2556.

D. Senejohnny, P. Tesi, and C. De Persis, “A jamming-resilient algorithm
for self-triggered network coordination,” IEEE Trans. Control Netw.
Syst., vol. 5, no. 3, pp. 981-990, Sep. 2018.

N. Forti, G. Battistelli, L. Chisci, and B. Sinopoli, “Secure state
estimation of cyber-physical systems under switching attacks,” IFAC
PapersOnlLine, vol. 50, no. 1, pp. 4979-4986, 2017.

S. Z. Yong, M. Zhu, and E. Frazzoli, “Resilient state estimation against
switching attacks on stochastic cyber-physical systems,” in Proc. IEEE
Conf. Decis. Control, Dec. 2015, pp. 5162-5169.

S. Sundaram and B. Gharesifard, “Distributed optimization under
adversarial nodes,” IEEE Trans. Autom. Control, vol. 64, no. 3,
pp- 1063-1076, Mar. 2019.

L. Su and N. H. Vaidya, “Byzantine-resilient multi-agent
optimization,” IEEE Trans. Autom. Control, early access, Jul. 9, 2020,
doi: 10.1109/TAC.2020.3008139.

Y. Chen, L. Su, and J. Xu, “Distributed statistical machine learning
in adversarial settings: Byzantine gradient descent,” Proc. ACM Meas.
Anal. Comput. Syst., vol. 1, no. 2, pp. 1-25, Dec. 2017.

R. Goebel, R. G. Sanfelice, and A. R. Teel, Hybrid Dynamical Systems.
Princeton, NJ, USA: Princeton Univ. Press, 2012.

Y. Tan, D. Nesi¢, and I. M. Mareels, “On non-local stability properties
of extremum seeking control,” Automatica, vol. 42, no. 6, pp. 889-903,
2006.

S. Boyd and L. Vandenberghe, Convex Optimization. Boston, MA, USA:
Cambridge, Univ. Press, 2004.

W. Wang, A. Teel, and D. Nesi¢, “Analysis for a class of singularly
perturbed hybrid systems via averaging,” Automatica, vol. 48, no. 6,
pp. 1057-1068, 2012.

G. Yang and D. Liberzon, “Input-to-state stability for switched systems

with unstable subsystems: A hybrid Lyapunov construction,” in Proc.
53rd IEEE Conf. Decis. Control, 2014, pp. 6240-6245.

Authorized licensed use limited to: Univ Catholique de Louvain/UCL. Downloaded on September 15,2023 at 17:55:31 UTC from IEEE Xplore. Restrictions apply.


http://dx.doi.org/10.1109/TAC.2020.3008139


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Helvetica
    /Helvetica-Bold
    /HelveticaBolditalic-BoldOblique
    /Helvetica-BoldOblique
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Times-Bold
    /Times-BoldItalic
    /Times-Italic
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryITCbyBT-MediumItal
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Average
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Average
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Recommended"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


